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i. Introduction
This policy has been created for compliance with the General Data Protection
Regulation 2018.
This policy outlines the responsibilities of Isle of Gigha Heritage Trust directors and
employees regarding document handling and control.

ii. Retentiontimes

A data flow map is shown in Appendix A, to illustrate the document control process.
All IGHT and subsidiary company documents are retained using the schedule in
Appendix B. The full document register is available to IGHT directors and employees.

iii. Security

= AllIGHT and subsidiary company documents are to be kept in the IGHT office only.

= Where possible, documents are to be kept in locked cabinets within the IGHT office
or scanned to the company server.

= All archived documents must be kept in locked storage.

= A register of documents that have been shredded is to be kept.

» Ajl documents are to be shredded, either using an in-house shredder or sent to a
registered confidential waste disposal facility.

» All waste sent to such a facility will be placed in official bags with security tags.

» Full traceability of the confidential waste must be kept.

iv. Risks/Liabilities/Disclaimers

= |tis IGHT’s and employees' responsibility to take precautions against documents
from being accessed by unauthorised users.

= |GHT reserves the right to take appropriate disciplinary action up to and including
termination for non-compliance with this policy.
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Appendix A: Data Flow Map

Information provided to IGHT / GTL / GREL / GGPL

¥

Controlled by Office Employees

\

Information processed by third parties e.g. payroll, HMIRC

@

Stored by Office Employees in secured office

@

Viewed by Office Employees / Directors / Auditors

&

Archived in secured storage area

w

ecurely disposed of after retention time
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